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Security

c Apr 04, 2024 14:22

Supported Clients

SmartClient WebClient NGClient MobileClient

Constants Summary

Number ACCESSIBLE
Number DELETE

Number INSERT

Number READ

Number TRACKING
Number TRACKING_VIEWS
Number UPDATE

Number VIEWABLE

Methods Summary

Constant representing the accessible flag for form security.

Constant representing the delete flag for table security.

Constant representing the insert flag for table security.

Constant representing the read flag for table security.

Constant representing the tracking flag for table security (tracks sql insert/update
[delete).

Constant representing the tracking flag for table security (tracks sql select).
Constant representing the update flag for table security.

Constant representing the viewable flag for form security.

Boolean addUserToGroup(a_userUID, groupName) Adds an user to a named group.

Object authenticate(credentials) Authenticate the given credentials against the mobile service solution.

Object authenticate(authenticator_solution, method) Authenticate to the Servoy Server using one of the installed authenticators or the Servoy
default authenticator.

Object authenticate(authenticator_solution, method, Authenticate to the Servoy Server using one of the installed authenticators or the Servoy

credentials) default authenticator.

Boolean canAccess(formName) Returns whether form is accessible.

Boolean canAccess(formName, elementName) Returns whether element from form is accessible.

Boolean canDelete(dataSource) Returns a boolean value for security rights.

Boolean canlinsert(dataSource) Returns a boolean value for security rights.

Boolean canRead(dataSource) Returns a boolean value for security rights.

Boolean canUpdate(dataSource) Returns a boolean value for security rights.

Boolean canView(formName) Returns whether form is viewable.

Boolean canView(formName, elementName) Returns whether element from form is viewable.

Boolean changeGroupName(oldGroupName, Changes the groupname of a group.

newGroupName)

Boolean changeUserName(a_userUID, username) Changes the username of the specified userUID.

Boolean checkPassword(a_userUID, password) Returns true if the password for that userUID is correct, else false.

String createGroup(groupName) Creates a group, returns the groupname (or null when group couldn't be created).

Object createUser(username, password) Creates a new user, returns new uid (or null when group couldn't be created or user
alreay exist).

Object createUser(username, password, userUID)  Creates a new user, returns new uid (or null when group couldn't be created or user
alreay exist).

Boolean deleteGroup(groupName) Deletes a group, returns true if no error was reported.

Boolean deleteUser(userUID) Deletes an user.

String getClientID() Returns the client ID.

JSDataSet getElementUUIDs(formname) Returns the form elements UUID's as dataset, the one with no name is the form itself.

JSDataSet getGroups() Get all the groups (returns a dataset).

String getSystemUserName() Retrieves the username of the currently logged in user on operating system level.

Array getTenantValue() Retrieve the tenant value for this Client, this value will be used as the value for all tables
that have a column marked as a tenant column.

JSDataSet getUserGroups() Get all the groups of the current user.

JSDataSet getUserGroups(userUID) Get all the groups for given user UID.

String getUserName() Get the current user name (null if not logged in), finds the user name for given user UID if
passed as parameter.

String getUserName(userUID) Get the current user name (null if not logged in), finds the user name for given user UID if
passed as parameter.

String getUserUID() Get the current user UID (null if not logged in); finds the userUID for given user_name if
passed as parameter.

String getUserUID(username) Get the current user UID (null if not logged in); finds the userUID for given user_name if
passed as parameter.

JSDataSet getUsers() Get all the users in the security settings (returns a dataset).

JSDataSet getUsers(groupName) Get all the users in the security settings (returns a dataset).

Boolean isUserMemberOfGroup(groupName) Check whatever the current user is part of the specified group

Boolean isUserMemberOfGroup(groupName, userUID) Check whatever the user specified as parameter is part of the specified group.

Boolean login(username, a_userUID, groups) Login to be able to leave the solution loginForm.

void logout() Logout the current user and close the solution, if the solution requires authentication and

user is logged in.
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void logout(solutionToLoad) Logout the current user and close the solution, if the solution requires authentication and
user is logged in.

void logout(solutionToLoad, argument) Logout the current user and close the solution, if the solution requires authentication and
user is logged in.

void logout(solutionToLoad, method) Logout the current user and close the solution, if the solution requires authentication and
user is logged in.

void logout(solutionToLoad, method, argument) Logout the current user and close the solution, if the solution requires authentication and
user is logged in.

Boolean removeUserFromGroup(a_userUID, Removes an user from a group.

groupName)

Boolean setPassword(a_userUID, password) Set a new password for the given userUID.

void setSecuritySettings(dataset) Sets the security settings; the entries contained in the given dataset will override those
contained in the current security settings.

void setTenantValue(value) Set the tenant value for this Client, this value will be used as the value for all tables that
have a column marked as a tenant column.

Boolean setUserUID(a_userUID, newUserUID) Set a new userUID for the given userUID.

Constants Details

ACCESSIBLE
Constant representing the accessible flag for formsecurity.

Returns

Number
Supported Clients

SmartClient,WebClient,NGClient
Sample

var col Names = new Array();

col Nanes[0] = 'uuid';

col Nanes[ 1] 'flags';

var dataset = databaseManager. creat eEnptyDat aSet (0, col Nanes) ;

var row = new Array();

row 0] = '413a4d69- becb- 4ae4- 8f dd- 980755d6a7fb' ;//normally retreived via security.getEl ement UUl Ds(...)
rowf 1] = JSSecurity. VI EWABLE| JSSecurity. ACCESSI BLE; // use bitwise 'or' for both

dat aset . addRow(row);//setting el ement security

row = new Array();

roW 0] = 'exanpl e_data.orders’;

row 1] = JSSecurity. READ| JSSecurity.| NSERT| JSSecurity. UPDATE| JSSecurity. DELETE| JSSecurity. TRACKI NG //use
bitwise "or' for multiple flags

dat aset. addRow(row);//setting table security

security.setSecuritySettings(dataset);//to be called in solution startup method

DELETE
Constant representing the delete flag for table security.

Returns

Number
Supported Clients

SmartClient,WebClient,NGClient
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Sample

var col Names = new Array();

col Nanes[0] = 'uuid';

col Nanes|[ 1] 'flags';

var dataset = databaseManager. creat eEnptyDat aSet (0, col Nanes) ;

var row = new Array();

rowf 0] = '413a4d69- bech- 4ae4- 8f dd- 980755d6a7fb';//normally retreived via security.getEl ementUU Ds(...)
rowf 1] = JSSecurity. VI EWABLE| JSSecurity. ACCESSI BLE;, // use bitwise '"or' for both

dat aset. addRow(row);//setting el ement security

row = new Array();

roW 0] = 'exanpl e_data.orders';

rowf 1] = JSSecurity. READ| JSSecurity. | NSERT| JSSecurity. UPDATE| JSSecurity. DELETE| JSSecurity. TRACKI NG //use
bitwise "or' for multiple flags

dat aset . addRow(row);//setting table security

security.setSecuritySettings(dataset);//to be called in solution startup method

INSERT
Constant representing the insert flag for table security.

Returns

Number
Supported Clients

SmartClient, WebClient,NGClient
Sample

var col Nanes = new Array();

col Nanes[0] = 'uuid';

col Nanes[1] = 'flags';

var dataset = dat abaseManager. creat eEnpt yDat aSet (0, col Nanes) ;

var row = new Array();

row 0] = '413a4d69- becb- 4ae4- 8f dd- 980755d6a7fb' ;//normally retreived via security.getEl ement UUI Ds(...)
rowf 1] = JSSecurity. VI EWABLE| JSSecurity. ACCESSI BLE; // use bitwise "or' for both

dat aset . addRowm(row) ; //setting el ement security

row = new Array();

row 0] = 'exanpl e_data.orders';

row 1] = JSSecurity. READ| JSSecurity.| NSERT| JSSecurity. UPDATE| JSSecurity. DELETE| JSSecurity. TRACKI NG //use
bitwise 'or' for nultiple flags

dat aset . addRow(row);//setting table security

security.setSecuritySettings(dataset);//to be called in solution startup nethod

READ
Constant representing the read flag for table security.

Returns

Number
Supported Clients

SmartClient,WebClient,NGClient
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Sample

var col Names = new Array();

col Nanes[0] = 'uuid';

col Nanes|[ 1] 'flags';

var dataset = databaseManager. creat eEnptyDat aSet (0, col Nanes) ;

var row = new Array();

rowf 0] = '413a4d69- bech- 4ae4- 8f dd- 980755d6a7fb';//normally retreived via security.getEl ementUU Ds(...)
rowf 1] = JSSecurity. VI EWABLE| JSSecurity. ACCESSI BLE;, // use bitwise '"or' for both

dat aset. addRow(row);//setting el ement security

row = new Array();

roW 0] = 'exanpl e_data.orders';

rowf 1] = JSSecurity. READ| JSSecurity. | NSERT| JSSecurity. UPDATE| JSSecurity. DELETE| JSSecurity. TRACKI NG //use
bitwise "or' for multiple flags

dat aset . addRow(row);//setting table security

security.setSecuritySettings(dataset);//to be called in solution startup method

TRACKING
Constant representing the tracking flag for table security (tracks sql insert/update/delete).

Returns

Number
Supported Clients

SmartClient, WebClient,NGClient
Sample

var col Nanes = new Array();

col Nanes[0] = 'uuid';

col Nanes[1] = 'flags';

var dataset = dat abaseManager. creat eEnpt yDat aSet (0, col Nanes) ;

var row = new Array();

row 0] = '413a4d69- becb- 4ae4- 8f dd- 980755d6a7fb' ;//normally retreived via security.getEl ement UUI Ds(...)
rowf 1] = JSSecurity. VI EWABLE| JSSecurity. ACCESSI BLE; // use bitwise "or' for both

dat aset . addRowm(row) ; //setting el ement security

row = new Array();
row 0] = 'exanpl e_data.orders';

row 1] = JSSecurity. READ| JSSecurity.| NSERT| JSSecurity. UPDATE| JSSecurity. DELETE| JSSecurity. TRACKI NG //use
bitwise 'or' for nultiple flags
dat aset . addRow(row);//setting table security

security.setSecuritySettings(dataset);//to be called in solution startup nethod

TRACKING_VIEWS
Constant representing the tracking flag for table security (tracks sql select).

Returns

Number
Supported Clients

SmartClient,WebClient,NGClient
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Sample

var col Names = new Array();

col Nanes[0] = 'uuid';

col Nanes|[ 1] 'flags';

var dataset = databaseManager. creat eEnptyDat aSet (0, col Nanes) ;

var row = new Array();

rowf 0] = '413a4d69- bech- 4ae4- 8f dd- 980755d6a7fb';//normally retreived via security.getEl ementUU Ds(...)
rowf 1] = JSSecurity. VI EWABLE| JSSecurity. ACCESSI BLE;, // use bitwise '"or' for both

dat aset. addRow(row);//setting el ement security

row = new Array();

roW 0] = 'exanpl e_data.orders';

rowf 1] = JSSecurity. READ| JSSecurity. | NSERT| JSSecurity. UPDATE| JSSecurity. DELETE| JSSecurity. TRACKI NG //use
bitwise "or' for multiple flags

dat aset . addRow(row);//setting table security

security.setSecuritySettings(dataset);//to be called in solution startup method

UPDATE
Constant representing the update flag for table security.

Returns

Number
Supported Clients

SmartClient, WebClient,NGClient
Sample

var col Nanes = new Array();

col Nanes[0] = 'uuid';

col Nanes[1] = 'flags';

var dataset = dat abaseManager. creat eEnpt yDat aSet (0, col Nanes) ;

var row = new Array();

row 0] = '413a4d69- becb- 4ae4- 8f dd- 980755d6a7fb' ;//normally retreived via security.getEl ement UUI Ds(...)
rowf 1] = JSSecurity. VI EWABLE| JSSecurity. ACCESSI BLE; // use bitwise "or' for both

dat aset . addRowm(row) ; //setting el ement security

row = new Array();
row 0] = 'exanpl e_data.orders';

row 1] = JSSecurity. READ| JSSecurity.| NSERT| JSSecurity. UPDATE| JSSecurity. DELETE| JSSecurity. TRACKI NG //use
bitwise 'or' for nultiple flags
dat aset . addRow(row);//setting table security

security.setSecuritySettings(dataset);//to be called in solution startup nethod

VIEWABLE
Constant representing the viewable flag for formsecurity.

Returns

Number
Supported Clients

SmartClient,WebClient,NGClient
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Sample

var col Names = new Array();

col Nanes[0] = 'uuid';

col Nanes|[ 1] 'flags';

var dataset = databaseManager. creat eEnptyDat aSet (0, col Nanes) ;

var row = new Array();

rowf 0] = '413a4d69- bech- 4ae4- 8f dd- 980755d6a7fb';//normally retreived via security.getEl ementUU Ds(...)
rowf 1] = JSSecurity. VI EWABLE| JSSecurity. ACCESSI BLE;, // use bitwise '"or' for both

dat aset. addRow(row);//setting el ement security

row = new Array();

roW 0] = 'exanpl e_data.orders';

rowf 1] = JSSecurity. READ| JSSecurity. | NSERT| JSSecurity. UPDATE| JSSecurity. DELETE| JSSecurity. TRACKI NG //use
bitwise "or' for multiple flags

dat aset . addRow(row);//setting table security

security.setSecuritySettings(dataset);//to be called in solution startup method

Methods Details

addUserToGroup(a_userUID, groupName)
Adds an user to a naned group.
Note: this nethod can only be called by an admin.

Parameters

Objecta_userUID the user UID to be added
Object groupName the group to add to
Returns

Boolean true if added
Supported Clients

SmartClient,WebClient,NGClient

Sample

var userU D = security.getUserU IX);
security.addUser ToG oup(user U D, 'groupnane');

authenticate(credentials)

Aut henticate the given credentials against the nobile service solution.
It will set the credentials and then do a sync call to the server.

Parameters

Arraycredentia array whose elements are passed as arguments to the authenticator method, in case of servoy built-in authentication this should be
Is [username, password]

Returns

Object authentication result from authenticator solution or boolean in case of servoy built-in authentication
Supported Clients

NGClient,MobileClient

Sample

/1 method will return null in nmobile client, the sanme flow as for default |ogin page will happen after calling
this met hod

security. authenticate([' myusernane', 'nypassword']);

authenticate(authenticator_solution, method)
Aut henticate to the Servoy Server using one of the installed authenticators or the Servoy default authenticator.

Note: this nethod should be called froma |ogin solution.
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Parameters

String authenticator_solution authenticator solution installed on the Servoy Server, null for servoy built-in authentication
String method authenticator method, null for servoy built-in authentication
Returns

Object authentication result from authenticator solution or boolean in case of servoy built-in authentication
Supported Clients

SmartClient, WebClient,NGClient
Sample

/| create the credentials object as expected by the authenticator solution
var ok = security.authenticate(' nyldap_authenticator', 'login', [scopes.globals.userNane, scopes.globals.
passWrd])
if (!ok)
{
pl ugi ns. di al ogs. showErrorDi al og(' Login failed , 'OK)
}

/1 if no authenticator nane is used, the credentials are checked using the Servoy built-in user managenent
ok = security.authenticate(null, null, [scopes.globals.userNane, scopes.globals.passWrd])

authenticate(authenticator_solution, method, credentials)
Authenticate to the Servoy Server using one of the installed authenticators or the Servoy default authenticator.

Note: this nethod should be called froma login solution, once |logged in, the authenticate nethod has no effect.
Parameters

Strincqauthenticator_sol authenticator solution installed on the Servoy Server, null for servoy built-in authentication

ution
Stringnethod authenticator method, null for servoy built-in authentication
Arraycredentials array whose elements are passed as arguments to the authenticator method, in case of servoy built-in authentication this

should be [username, password]
Returns

Object authentication result from authenticator solution or boolean in case of servoy built-in authentication
Supported Clients

SmartClient,WebClient,NGClient
Sample

Il create the credentials object as expected by the authenticator solution

var ok = security.authenticate(' nmyldap_authenticator', 'login', [scopes.globals.userNane, scopes.globals.

passWord])

if (!ok)

{

pl ugi ns. di al ogs. showErrorDi al og(' Login failed , 'OK)

}

/1 if no authenticator nane is used, the credentials are checked using the Servoy built-in user managenent

ok = security.authenticate(null, null, [scopes.globals.userNanme, scopes.globals.passWrd])
canAccess(formName)

Ret urns whether formis accessible.

security.canAccess(fornNane)
Parameters

String formName form name
Returns

Boolean true if accessible
Supported Clients

SmartClient,WebClient,NGClient
Sample

canAccess(formName, elementName)
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Ret urns whet her element fromformis accessible.

security. canAccess(fornNane, el enent Nane)

Parameters

String formName

form name

String elementName element name from specified form

Returns

Boolean true if accessible
Supported Clients

SmartClient,WebClient,NGClient

Sample

canDelete(dataSource)
Returns a bool ean val ue for security rights.

Parameters

String dataSource the datasource

Returns

Boolean true if allowed
Supported Clients

SmartClient,WebClient,NGClient

Sample

var dataSource = controller.getDataSource();
var canDel ete = security.canDel et e(dataSource);
var canlnsert = security.canlnsert(dataSource);
var canUpdate = security.canUpdat e(dat aSource);
= security.canRead(dat aSource);

var canRead

appl i cation.
appl i cation.
application.
appl i cation.

out put (" Can
out put (" Can
out put (" Can
out put (" Can

caninsert(dataSource)
Returns a bool ean value for security rights.

Parameters

del et e?
insert?
updat e?
read? "

String dataSource the datasource

Returns

Boolean true if allowed
Supported Clients

SmartClient,WebClient,NGClient

Sample

+

+ canDel ete);
+ canlnsert);
+ canUpdate) ;
canRead) ;

var dataSource = controller.getDataSource();
var canDel ete = security.canDel et e(dat aSource);
var canlnsert = security.canlnsert(dataSource);
var canUpdate = security.canUpdat e(dat aSource);
= security. canRead(dat aSource);

var canRead

appl i cati on. out put (" Can
appl i cation. out put (" Can
appl i cati on. out put (" Can
appl i cati on. out put (" Can
canRead(dataSource)

del ete?
insert?
updat e?
read? "

+

+ canDel ete);
+ canlnsert);
+ canUpdate) ;
canRead) ;

Returns a bool ean value for security rights.

Parameters

String dataSource the datasource
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Returns

Boolean true if allowed
Supported Clients

SmartClient,WebClient,NGClient

Sample

var dataSource = controller.getDataSource();
var canDel ete = security.canDel et e(dat aSource);
var canlnsert = security.canlnsert (dataSource);
var canUpdate = security.canUpdat e(dat aSource);
= security. canRead(dat aSource);

var canRead

appl i cation.
appl i cation.
appl i cation.
appl i cation.

out put (" Can
out put (" Can
out put (" Can
out put (" Can

canUpdate(dataSource)
Returns a bool ean value for security rights.

Parameters

del ete?

insert? "

updat e?
read? "

String dataSource the datasource

Returns

Boolean true if allowed
Supported Clients

SmartClient, WebClient,NGClient

Sample

+

+ canDel ete);
+ canlnsert);
+ canUpdate) ;
canRead) ;

var dataSource = controller.getDataSource();
var canDel ete = security. canDel et e(dat aSource);
var canlnsert = security.canlnsert(dataSource);
var canUpdate = security.canUpdat e(dat aSource);
= security. canRead(dat aSource);

var canRead

appl i cation.
application.
appl i cation.
appl i cation.

out put (" Can
out put (" Can
out put (" Can
out put (" Can

canView(formName)
Ret urns whether formis viewable.

del ete?
insert?
updat e?
read? "

security.canVi ew f or mNane)

Parameters

String formName form name

Returns

Boolean true if viewable
Supported Clients

SmartClient,WebClient,NGClient

Sample

+

canView(formName, elementName)

Ret urns whet her element fromformis viewable.

+ canDel ete);
+ canlnsert);
+ canUpdate) ;
canRead) ;

security.canVi ew f or nNane, el enent Nane)

Parameters

String formName

form name

String elementName element name from specified form

Returns

Boolean true if viewable
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Supported Clients

SmartClient,WebClient,NGClient
Sample

changeGroupName(oldGroupName, newGroupName)

Changes the groupnane of a group.
Note: this nmethod can only be called by an admi n.

Parameters

Object oldGroupName the old name
String newGroupName the new name
Returns

Boolean true if changed
Supported Clients

SmartClient, WebClient,NGClient
Sample

security.changeG oupNanme(' ol dG oup', 'newG oup');

changeUserName(a_userUID, username)

Changes the usernane of the specified userU D
Note: this nethod can only be called by an admin user or a normal |ogged in user changing its own userNare.

Parameters

Object a_userUID the userUID to work on
String username the new username
Returns

Boolean true if changed
Supported Clients

SmartClient,WebClient,NGClient
Sample

if(security.changeUser Nane(security.getUserU D(' nanel'), 'nane2'))
{

appl i cation. out put (' User nanme changed');

}

checkPassword(a_userUID, password)
Returns true if the password for that userU D is correct, else false.

Parameters

Object a_userUID the userUID to check the password for
String password the new password
Returns

Boolean true if password oke
Supported Clients

SmartClient,WebClient,NGClient
Sample

if(security.checkPassword(security.getUserU D(), 'passwordl'))

{
security.set Password(security.getUserU D(), 'password2')
}
el se
{
appl i cation. out put (' wong password')
}

createGroup(groupName)
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Creates a group, returns the groupname (or null when group couldn't be created).
Note: this nmethod can only be called by an adm n.

Parameters

String groupName the group name to create
Returns

String the created groupname
Supported Clients

SmartClient,WebClient,NGClient
Sample

var del eteGroup = true;

//ceate a group

var groupNane = security.createG oup(' nyGoup');
if (groupNane)

{
//create a user
var uid = security.createUser (' myusernane', 'mypassword');
if (uid) //test if user was created
{
//set a newdl D for the user
var isChanged = security.setUserU D(uid, " myUserU D)
/1 add user to group
security. addUser ToG oup(ui d, groupName);
/1 if not delete group, do del ete group
if (del eteG oup)
{
security. del et eG oup(groupNane);
}
}
}

createUser(username, password)

Creates a new user, returns new uid (or null when group couldn't be created or user alreay exist).
Note: this nmethod can only be called by an adm n.

Parameters

String username the username
String password the user password
Returns

Object the userUID the created userUID, will be same if provided
Supported Clients

SmartClient, WebClient,NGClient
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Sample

var renoveUser = true;
//create a user
var uid = security.createUser (' myusernane', 'mypassword');
if (uid) //test if user was created
{
/] Get all the groups
var set = security.getGoups();
for(var p = 1 ; p <= set.get MaxRowl ndex() ; p++)

{

/1 output nane of the group

appl i cation. out put (set. get Val ue(p, 2));

/1 add user to group

security.addUser ToG oup(ui d, set.getValue(p,2));
}

/1 if not renpve user, renove user fromall the groups
if(!renmoveUser)

{
/1 get now all the groups that that users has (all if above did go well)
var set =security.getUser G oups(uid);
for(var p = 1; p<=set.get MaxRow ndex(); p++)
{
/1 output nane of the group
appl i cation. out put (set. getVal ue(p, 2));
/'l rempove the user fromthe group
security. renoveUser FronGroup(ui d, set.getValue(p,?2));
}
}
el se
{
/1 delete the user (the user will be renpved fromthe groups)
security. del et eUser (ui d);
}

createUser(username, password, userUID)

Creates a new user, returns new uid (or null when group couldn't be created or user alreay exist).
Note: this method can only be called by an adm n.

Parameters

String username the username

String password the user password

Object userUID the user UID to use
Returns

Object the userUID the created userUID, will be same if provided
Supported Clients

SmartClient,WebClient,NGClient
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var renoveUser = true;
//create a user
var uid = security.createUser (' myusernane', 'mypassword');
if (uid) //test if user was created
{
/] Get all the groups
var set = security.getGoups();
for(var p = 1 ; p <= set.get MaxRowl ndex() ; p++)

{

/1 output nane of the group

appl i cation. out put (set. get Val ue(p, 2));

/1 add user to group

security.addUser ToG oup(ui d, set.getValue(p,2));
}

/1 if not renpve user, renove user fromall the groups
if(!renmoveUser)

{
/1 get now all the groups that that users has (all if above did go well)
var set =security.getUser G oups(uid);
for(var p = 1; p<=set.get MaxRow ndex(); p++)
{
/1 output nane of the group
appl i cation. out put (set. getVal ue(p, 2));
/'l rempove the user fromthe group
security. renoveUser FronGroup(ui d, set.getValue(p,?2));
}
}
el se
{
/1 delete the user (the user will be renpved fromthe groups)
security. del et eUser (ui d);
}

deleteGroup(groupName)

Del etes a group, returns true if no error was reported.
Note: this method can only be called by an adm n.

Parameters

Object groupName the name of the group to delete
Returns

Boolean true if deleted
Supported Clients

SmartClient,WebClient,NGClient


https://wiki.servoy.com/display/DOCS/Object
https://wiki.servoy.com/display/DOCS/Boolean

14 of 26

Sample

var del eteGoup = true;

//ceate a group

var groupNane = security.createG oup(' nyG oup');
if (groupNane)

{
//create a user
var uid = security.createUser (' myusernanme', 'mypassword');
if (uid) //test if user was created
{
//set a newdl D for the user
var isChanged = security.setUserU D(uid,"' myUserU D)
/1 add user to group
security.addUser ToG oup(ui d, groupNane);
/1 if not delete group, do delete group
if (del eteG oup)
{
security. del et eG oup(groupNane);
}
}
}

deleteUser(userUID)

Del etes an user. returns true if no error was reported.
Note: this nethod can only be called by an adm n.

Parameters

Object userUID The UID of the user to be deleted.
Returns

Boolean true if the user is successfully deleted.
Supported Clients

SmartClient,WebClient,NGClient
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Sample

var

renoveUser

= true;

//create a user

var

uid = security.createUser (' myusernange',
if (uid) //test

"mypassword');
if user was created

{
/] Get all the groups
var set = security.getGoups();
for(var p = 1 ; p <= set.get MaxRowl ndex() ; p++)
{
/1 output nane of the group
appl i cation. out put (set. get Val ue(p, 2));
/1 add user to group
security.addUser ToG oup(ui d, set.getValue(p,2));
}
/1 if not renpve user, renove user fromall the groups
if(!renmoveUser)
{
/1 get now all the groups that that users has (all if above did go well)
var set =security.getUser G oups(uid);
for(var p = 1; p<=set.get MaxRow ndex(); p++)
{
/1 output nane of the group
appl i cation. out put (set. getVal ue(p, 2));
/'l rempove the user fromthe group
security. renoveUser FronGroup(ui d, set.getValue(p,?2));
}
}
el se
{
/1 delete the user (the user will be renpved fromthe groups)
security. del et eUser (ui d);
}
}

getClientID()

Returns the client ID.

Returns

String the clientld as seen on the server admin page
Supported Clients

SmartClient, WebClient,NGClient

Sample

var clientld = security.getdientl D)

getElementUUIDs(formname)
Returns the formelenents UU D s as dataset,

Parameters

String formname the formname to retieve the dataset for
Returns

JSDataSet dataset with element info
Supported Clients

SmartClient,WebClient,NGClient
Sample

var fornEl enent sUUl DDat aSet =
getGroups()

Get all
first

the groups (returns a dataset).
id colum is deprecated!,

the one with no nane is the formitself.

security.getEl ement UUl Ds(' orders_form);

use only the group nane col um.
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Returns

JSDataSet dataset with all the groups
Supported Clients

SmartClient,WebClient,NGClient
Sample

var renoveUser = true;
//create a user
var uid = security.createUser (' myusernane', 'mypassword');
if (uid) //test if user was created
{
/1 Get all the groups
var set = security.getG oups();
for(var p = 1 ; p <= set.get MaxRowl ndex() ; p++)

{

/1 output nane of the group

appl i cation. out put (set. get Val ue(p, 2));

// add user to group

security. addUser ToG oup(ui d, set.getValue(p,2));
}

/1 if not renpve user, renpve user fromall the groups
if(!renoveUser)

{
/'l get now all the groups that that users has (all if above did go well)
var set =security.getUser G oups(uid);
for(var p = 1; p<=set.get MaxRow ndex(); p++)
{
/1 output nane of the group
appl i cation. out put (set. getVal ue(p, 2));
/1 rempove the user fromthe group
security.renmoveUser FronGroup(ui d, set.getValue(p,2));
}
}
el se
{
/] delete the user (the user will be renpved fromthe groups)
security. del eteUser (uid);
}
}
getSystemUserName()

Retrieves the usernane of the currently logged in user on operating systemlevel.

Returns

String the os user name
Supported Clients

SmartClient,WebClient,NGClient
Sample

//gets the current os usernane
var osUser Nane = security.get Systenlser Nane();

getTenantValue()
Retrieve the tenant value for this Oient, this value will be used as the value for all tables that have a
colum nmarked as a tenant col um.
This results in adding a table filter for that table based on that colum and the this val ue.

<p>
Aclient with tenant value will only receive databroadcasts fromother clients that have no or a common tenant
val ue set

Be sure to not access or depend on records having different tenant val ues, as no databroadcasts wll be
recei ved for those
</ p>

Returns

Array An array of tenant values for this client.
Supported Clients

SmartClient, WebClient,NGClient
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Sample

getUserGroups()
Get all the groups of the current user.

Returns

JSDataSet dataset with groupnames
Supported Clients

SmartClient, WebClient,NGClient
Sample

//get all the users in the security settings (Returns a JSDataset)
var dsUsers = security.getUsers()

/11 oop through each user to get their group

/1 The getValue call is (row, colum) where colum 1 == id and 2 == nane
for(var i=1; i<=dsUsers.get MaxRowl ndex() ; i++)
{

/lprint to the output debugger tab: "user: and t he usernane
application.output("user:" + dsUsers. getValue(i,2));

//set p to the user group for the current user
/** @ype {JSDataSet} */
var p = security.getUser G oups(dsUsers. getVal ue(i,1));

for (k=1; k<=p. get MaxRowl ndex() ; k++)

{
//print to the output debugger tab: "group" and the group(s)
//the user belongs to
appl i cation.output("group: " + p.getValue(k,2));

}

getUserGroups(userUID)
Get all the groups for given user UD.

Parameters

Object userUID to retrieve the user groups
Returns

JSDataSet dataset with groupnames
Supported Clients

SmartClient,WebClient,NGClient
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//get all the users in the security settings (Returns a JSDataset)
var dsUsers = security.getUsers()

/11 oop through each user to get their group

/1 The getValue call is (row, colum) where colum 1 == id and 2 == nane
for(var i=1; i<=dsUsers.get MaxRowl ndex() ; i++)
{

//print to the output debugger tab: "user: " and the usernane

appl i cation. output("user:" + dsUsers. getValue(i,2));
/lset p to the user group for the current user

[** @ype {JSDataSet} */

var p = security.getUser G oups(dsUsers. getVal ue(i,1));

for(k=1; k<=p. get MaxRow ndex() ; k++)

{
/lprint to the output debugger tab: "group" and the group(s)
//the user belongs to
appl i cation. output("group: " + p.getValue(k,2));
}
}
getUserName()
Get the current user name (null if not |logged in), finds the user nane for given user UD if passed as
par anet er .
Returns

String the user name
Supported Clients

SmartClient,WebClient,NGClient,MobileClient

Sample

//gets the current |oggedln usernane
var userNane = security.getUserName();

getUserName(userUID)

Get the current user nanme (null if not logged in), finds the user nane for given user UD if passed as
par anet er.

Parameters

Object userUID the user UID used to retrieve the name
Returns

String the user name
Supported Clients

SmartClient,WebClient,NGClient
Sample

/1 gets the current |oggedln usernane
var userNanme = security.getUserName();

getUserUID()
Get the current user UD (null if not logged in); finds the userU D for given user_nane if passed as paraneter.

Returns

String the userUID
Supported Clients

SmartClient,WebClient,NGClient
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//gets the current |oggedln usernane

var userNane = security.getUser Name();
//gets the uid of the given usernane

var userU D = security.get User U D(user Nane) ;
/lis the sane as above

/lvar my_userU D = security.getUserU D();

getUserUID(username)
Get the current user UD (null if not logged in); finds the userU D for given user_nane if passed as paraneter.

Parameters

String username the username to find the userUID for
Returns

String the userUID
Supported Clients

SmartClient,WebClient,NGClient
Sample

//gets the current |oggedln usernane

var userName = security.getUserName();
//gets the uid of the given usernane

var userU D = security.get User U D(user Nane) ;
/lis the sane as above

//var my_userU D = security.getUserU D();

getUsers()
Get all the users in the security settings (returns a dataset).

Returns

JSDataSet dataset with all the users
Supported Clients

SmartClient,WebClient,NGClient
Sample

//get all the users in the security settings (Returns a JSDat aset)
var dsUsers = security.getUsers()

/11 oop through each user to get their group

/1 The getValue call is (row, colum) where colum 1 == id and 2 == nane
for(var i=1; i<=dsUsers.get MaxRow ndex() ; i++)
{

/lprint to the output debugger tab: "user: " and the username

application.output("user:" + dsUsers. getValue(i,2));
//set p to the user group for the current user

[** @ype {JSDataSet} */

var p = security.getUser G oups(dsUsers. getVal ue(i,1));

for (k=1; k<=p. get MaxRowl ndex() ; k++)

{
//print to the output debugger tab: "group" and the group(s)
//the user belongs to
appl i cation.output("group: " + p.getValue(k,2));
}
}
getUsers(groupName)

Get all the users in the security settings (returns a dataset).
Parameters

String groupName the group to filter on
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Returns

JSDataSet dataset with all the users
Supported Clients

SmartClient,WebClient,NGClient
Sample

//get all the users in the security settings (Returns a JSDataset)
var dsUsers = security.getUsers()

/11 oop through each user to get their group

/1 The getValue call is (row, colum) where colum 1 == id and 2 == nane
for(var i=1; i<=dsUsers.get MaxRowl ndex() ; i++)
{

[lprint to the output debugger tab: "user: and t he usernane
application. output("user:" + dsUsers. getValue(i,2));

/lset p to the user group for the current user
[** @ype {JSDataSet} */
var p = security.getUser G oups(dsUsers. getVal ue(i,1));

for (k=1; k<=p. get MaxRow ndex() ; k++)

{
/lprint to the output debugger tab: "group" and the group(s)
//the user belongs to
appl i cation.output("group: " + p.getValue(k,2));

}

isUserMemberOfGroup(groupName)
Check whatever the current user is part of the specified group

Parameters

String groupName name of the group to check
Returns

Boolean dataset with groupnames
Supported Clients

SmartClient,WebClient,NGClient
Sample

// check whatever user is part of the Administrators group
if(security.isUserMenber OF G oup(' Admini strators', security.getUserU D('adnmin')))
{

}

/] do adm nistration stuff

isUserMemberOfGroup(groupName, userUID)
Check whatever the user specified as paraneter is part of the specified group.

Parameters

String groupName name of the group to check
Object userUID UID of the user to check
Returns

Boolean dataset with groupnames
Supported Clients

SmartClient,WebClient,NGClient
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// check whatever user is part of the Admi nistrators group
if(security.isUserMenber Of Group(' Adninistrators', security.getUserU D('adnin')))

{
}

/! do admi nistration stuff

login(username, a_userUID, groups)
Login to be able to | eave the solution | ogi nForm

Exanpl e: Group nanes may be received from LDAP (Lightweight Directory Access Protocol) - a standard protocol
used in web browsers and email applications to enable | ookup queries that access a directory |isting.

Parameters

String username the username, like 'JamesWebb'
Object a_userUID the user UID to process login for
Array groups the groups array

Returns

Boolean true if loggedin
Supported Clients

SmartClient,WebClient,NGClient
Sample

var groups = ["Administrators']; //normally these groups are for exanple received from LDAP

var user_uid = scopes.globals.email; //also this uid m ght be received from external authentication nethod
var ok = security.login(scopes.globals.usernane, user_uid , groups)
if (!ok)
{
pl ugi ns. di al ogs. showErrorDi al og(' Login failure', 'Already |ogged in? or no user_uid/groups specified?,
¥D)
}
logout()

Logout the current user and close the solution, if the solution requires authentication and user is |ogged in.
You can redirect to another solution if needed; if you want to go to a different url, you need to call
application.showdRL(url) before calling security.logout() (this is only applicable for Web Cient).

An alternative option to close a solution and to open another solution, while keeping the user logged in, is
application. cl oseSol ution().

Supported Clients

SmartClient,WebClient,NGClient,MobileClient
Sample

//Set the url to go to after | ogout.

[l application.showJRL(' http://ww. servoy.com, ' _self'); //Wb Cient only

security.logout();

//security.logout('solution_nanme');//log out and close current solution and open solution 'solution_nange'
//security.|ogout('solution_nane',"global_method_nane');//log out, close current solution, open solution
"solution_nane' and call global nethod 'global _nethod_nane' of the newly opened sol ution
//security.logout('solution_nane','global_nethod_nane',' nmy_string_argunment');//log out, close current solution,
open sol ution 'solution_nane', call global nethod 'global _nethod_name' w th argunent 'ny_argunent'
//security.|ogout('solution_nane',"global_second_net hod_nane', 2);

/Ilsecurity.logout('solution_name', {a: 'ny_string_argunment', pl: 'paraml', p2: 'paranR'});//log out, close
current solution, open solution 'solution_nane', call (login) solution's onOpen with argunent 'ny_argunent' and
quer yPar anms pl, p2

/1 Note: specifying a solution will not work in the Devel oper due to debugger dependencies

//specified solution should be of conpatible type with client (normal type or client specific(Smart client only
/Wb client only) type )

logout(solutionToLoad)
Logout the current user and close the solution, if the solution requires authentication and user is |ogged in.
You can redirect to another solution if needed; if you want to go to a different url, you need to call
application.showURL(url) before calling security.logout() (this is only applicable for Wb Cient).
An alternative option to close a solution and to open another solution, while keeping the user logged in, is
application. cl oseSol ution().
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Parameters

String solutionToLoad the solution to load after logout
Supported Clients

SmartClient,WebClient,NGClient
Sample

//Set the url to go to after |ogout.

[l application.showdRL(' http://ww. servoy.com, '_self'); //Wb Cient only

security.logout();

//security.|ogout('solution_nane');//log out and close current solution and open solution 'solution_nane'
//security.logout('solution_nanme','global_nethod_nane');//1og out, close current solution, open solution
"solution_nane' and call global nethod ' gl obal _nethod_nane' of the newly opened sol ution
//security.|ogout('solution_nane',"global_nethod_nane',' my_string_argument');//log out, close current solution,
open solution 'solution_nanme', call global nethod ' gl obal _nethod_nanme' with argunent 'ny_argunent’
/lsecurity.|ogout ('solution_nane',"global_second_net hod_nane', 2);

//security.|ogout('solution_nanme', {a: 'ny_string_argunent', pl: 'paraml', p2: 'paranR'});//log out, close
current solution, open solution 'solution_nane', call (login) solution's onOpen with argunent 'ny_argunent' and
queryParans pl, p2

// Note: specifying a solution will not work in the Devel oper due to debugger dependencies

//specified solution should be of conpatible type with client (normal type or client specific(Smart client only
/Wb client only) type )

logout(solutionToLoad, argument)
Logout the current user and close the solution, if the solution requires authentication and user is |ogged in.
You can redirect to another solution if needed; if you want to go to a different url, you need to call
application.showdRL(url) before calling security.logout() (this is only applicable for Web dient).
An alternative option to close a solution and to open another solution, while keeping the user logged in, is
appl i cation. cl oseSol ution().

Parameters

String solutionToLoad the solution to load after logout
Object argument the argument to pass to the (login) solution onOpen
Supported Clients

SmartClient, WebClient,NGClient
Sample

//Set the url to go to after | ogout.

[l application.showJRL(' http://ww. servoy.com, ' _self'); //Wb Cient only

security. |l ogout();

//security.logout('solution_nanme');//log out and close current solution and open solution 'solution_nange'

/Il security.|ogout('solution_nane',"global_method_nane');//log out, close current solution, open solution
"solution_nanme' and call global nethod 'global _nethod_nane' of the newly opened sol ution
//security.|ogout('solution_nane',"global_method_nane',' my_string_argument');//log out, close current solution,
open sol ution 'solution_nane', call global nethod 'global _nethod_nanme' w th argunent 'ny_argunent'
//security.logout('solution_nanme','global_second_nethod_nane', 2);

/lsecurity.logout('solution_name', {a: 'ny_string_argunment', pl: 'paraml', p2: 'paranR'});//log out, close
current solution, open solution 'solution_nane', call (login) solution's onOpen with argunment 'ny_argunment' and
quer yPar ams pl, p2

/I Note: specifying a solution will not work in the Devel oper due to debugger dependencies

//specified solution should be of conpatible type with client (normal type or client specific(Smart client only
/Wb client only) type )

logout(solutionToLoad, method)
Logout the current user and close the solution, if the solution requires authentication and user is |ogged in.
You can redirect to another solution if needed; if you want to go to a different url, you need to call
application.showdRL(url) before calling security.logout() (this is only applicable for Wb Cient).
An alternative option to close a solution and to open another solution, while keeping the user logged in, is
appl i cation. cl oseSol ution().

Parameters

String solutionToLoad the solution to load after logout
String method the method to run in the solution to load

Supported Clients

SmartClient,WebClient,NGClient
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Sample

//Set the url to go to after |ogout.

[/ application.showdRL(' http://ww. servoy.com, ' _self'); //Wb dient only

security.logout();

//security.|logout('solution_nanme');//log out and close current solution and open solution 'solution_nane'
//security.logout('solution_nane','global_nethod_nane');//1og out, close current solution, open solution
"solution_nane' and call global nethod 'global _nethod_nane' of the newly opened sol ution
//security.|ogout('solution_nane',"global_nethod_nane',' my_string_argument');//log out, close current solution,
open sol ution 'solution_nane', call global nethod 'global _nethod_nane' w th argunent 'my_argunent'
/lsecurity.|ogout('solution_nane',"global_second_net hod_nane', 2);

//security.logout('solution_name', {a: 'nmy_string_argunment', pl: 'paranl', p2: 'paranR'});//log out, close
current solution, open solution 'solution_nane', call (login) solution's onOpen with argunent 'ny_argunent' and
queryParans pl, p2

/I Note: specifying a solution will not work in the Devel oper due to debugger dependencies

//specified solution should be of conpatible type with client (normal type or client specific(Smart client only
/Wb client only) type )

logout(solutionToLoad, method, argument)

Logout the current user and close the solution, if the solution requires authentication and user is |ogged in.
You can redirect to another solution if needed; if you want to go to a different url, you need to call
application.showdRL(url) before calling security.logout() (this is only applicable for Web Cient).

An alternative option to close a solution and to open another solution, while keeping the user logged in, is
application. closeSol ution().

Parameters

String solutionToLoad the solution to load after logout

String method the method to run in the solution to load

Object argument the argument to pass to the method to run
Supported Clients

SmartClient,WebClient,NGClient
Sample

//Set the url to go to after |ogout.

[/ application.showdRL(' http://ww. servoy.com, ' _self'); //Wb dient only

security.logout();

//security.|logout('solution_nane');//log out and close current solution and open solution 'solution_nane'
//security.logout('solution_nane','global_nethod_nane');//1og out, close current solution, open solution
"solution_nane' and call global nethod 'global _nethod_nane' of the newly opened sol ution
//security.|ogout('solution_nane',"global_nethod_nane',' my_string_argument');//log out, close current solution,
open sol ution 'solution_nane', call global nethod 'global _nethod_nane' w th argunent 'my_argunent'
/lsecurity.|ogout('solution_nane',"global_second_net hod_nane', 2);

//security.logout('solution_name', {a: 'nmy_string_argunment', pl: 'paranl', p2: 'paranR'});//log out, close
current solution, open solution 'solution_nane', call (login) solution's onOpen with argunent 'ny_argunent' and
queryParans pl, p2

// Note: specifying a solution will not work in the Devel oper due to debugger dependencies

//specified solution should be of conpatible type with client (normal type or client specific(Smart client only
/Wb client only) type )

removeUserFromGroup(a_userUID, groupName)

Renoves an user from a group.
Note: this nethod can only be called by an adm n.

Parameters

Objecta_userUID the user UID to be removed
Object groupName the group to remove from
Returns

Boolean true if removed
Supported Clients

SmartClient,WebClient,NGClient
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Sample

var renoveUser = true;
//create a user
var uid = security.createUser (' myusernane', 'mypassword');
if (uid) //test if user was created
{
/] Get all the groups
var set = security.getGoups();
for(var p = 1 ; p <= set.get MaxRowl ndex() ; p++)

{

/1 output nane of the group

appl i cation. out put (set. get Val ue(p, 2));

/1 add user to group

security.addUser ToG oup(ui d, set.getValue(p,2));
}

/1 if not renpve user, renove user fromall the groups
if(!renmoveUser)

{
/1 get now all the groups that that users has (all if above did go well)
var set =security.getUser G oups(uid);
for(var p = 1; p<=set.get MaxRow ndex(); p++)
{
/1 output nane of the group
appl i cation. out put (set. getVal ue(p, 2));
/'l rempove the user fromthe group
security. renoveUser FronGroup(ui d, set.getValue(p,?2));
}
}
el se
{
/1 delete the user (the user will be renpved fromthe groups)
security. del et eUser (ui d);
}

setPassword(a_userUID, password)

Set a new password for the given userU D.
Note: this method can only be called by an admn user or a normal |ogged in user changing its own password.

Parameters

Object a_userUID the userUID to set the new password for
String password the new password
Returns

Boolean true if changed
Supported Clients

SmartClient,WebClient,NGClient
Sample

i f(security.checkPassword(security.getUserU D(), 'passwordl'))

{
security.set Password(security.getUserU D(), 'password2')
}
el se
{
appl i cation. out put (' wong password')
}

setSecuritySettings(dataset)
Sets the security settings; the entries contained in the given dataset will override those contained in the
current security settings.

NOTE: The security. get El ement UUI Ds and security.setSecuritySettings functions can be used to define custom

security that overrides Servoy security.
For additional information see the function security. getEl enent UU Ds.

Parameters

Object dataset the dataset with security settings
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Supported Clients

SmartClient,WebClient,NGClient
Sample

var col Names = new Array();

col Nanes[0] = 'uuid';

col Nanes[1] = 'flags';

var dataset = databaseManager. creat eEnptyDat aSet (0, col Nanes) ;

var row = new Array();

rowf 0] = '413a4d69- bech- 4ae4- 8f dd- 980755d6a7fb';//normally retreived via security.getEl ement UU Ds(...)
rowf 1] = JSSecurity. VI EWABLE| JSSecurity. ACCESSI BLE;, // use bitwise '"or' for both

dat aset. addRow(row);//setting el ement security

row = new Array();

roM 0] = 'exanpl e_data.orders';

rowf 1] = JSSecurity. READ| JSSecurity. | NSERT| JSSecurity. UPDATE| JSSecurity. DELETE| JSSecurity. TRACKI NG //use
bitwise "or' for multiple flags

dat aset . addRow(row);//setting table security

security.setSecuritySettings(dataset);//to be called in solution startup method

setTenantValue(value)

Set the tenant value for this Cient, this value will be used as the value for all tables that have a col um
mar ked as a tenant col um.

This results in adding a table filter for that table based on that colum and the this val ue.

<p>

This value will be auto filled in for all the colums that are narked as a tenant colum. |f you give an array
of values then the first array value is used for this.

</ p>

<p>

Wien a tenant value is set the client will only receive databroadcasts fromother clients that have no or a
common tenant val ue set

Be sure to not access or depend on records having different tenant values, as no databroadcasts will be
received for those

</ p>

Parameters

Object value a single tenant value or an array of tenant values to filter tables having a column flagged as Tenant column by.
Supported Clients

SmartClient,WebClient,NGClient
Sample

setUserUID(a_userUID, newUserUID)
Set a new userU D for the given userU D.
Note: this nethod can only be called by an admin.

Parameters

Objecta_userUID the userUID to set the new user UID for
String newUserUID the new user UID
Returns

Boolean true if changed
Supported Clients

SmartClient,WebClient,NGClient
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Sample

var del eteGoup = true;

//ceate a group

var groupNane = security.createG oup(' nyG oup');
if (groupNane)

{
//create a user
var uid = security.createUser (' myusernanme', 'mypassword');
if (uid) //test if user was created
{

//set a newdl D for the user

var isChanged = security.setUserU D(uid,"' myUserU D)
/1 add user to group

security.addUser ToG oup(ui d, groupNane);

/1 if not delete group, do delete group

if (del eteG oup)

{

}

security. del et eG oup(groupNane) ;
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